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Regulations bring Singapore’s
data privacy law into force

No ‘whitelist’ of countries for data exports exists, but the
regulations allow for the use of Binding Corporate Rules.
Graham Greenleaf analyses the situation.

n 2 July 2014, the data pro-
tection provisions of Singa-
pore’s Personal Data Pro-

tection Act 2012 (PDPA) came into
force, following an 18 month transi-
tion period for companies to prepare
for compliance.!

February 2013 pp. 14-16 and
une 2013 p. 34) To complete the
process, the Personal Data Protec-
tion Regulations 2014 (PDPR) were
made on 15 May 2014, the most
important aspects of which concern
data exports.

DATA EXPORT REGULATIONS
Organisations to which the PDPA

applies may not transfer personal data

outside Singapore except in accor-
dance with regulations. The Act
requires the regulations “to ensure
that organisations provide a standard
of protection to personal data so
transferred that is comparable to the
protection under this Act”. The
PDPR require that the transferring
organisation (“the organisation that
transfers the personal data from Sin-
gapore to the country or territory
outside Singapore”) must comply
with the PDPA while it retains pos-
session or control of the data (1rre—
spective of where the data is located).

It must also® “take appropriate steps
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ﬂ comment

Developments in Russia,
Turkey, Singapore and Korea

Russian President, Vladimir Putin, has now signed the Internet law
that requires Internet companies to store all personal data of
Russian users at data centres within Russia. Also, Russia’s Data
Protectior&thority is pressing the government for stronger
sanctions (p.11). There are some signs in Turkey now that a DP law
may emerge as part of its bid for EU membership. Another
area influenced by EU DP law is Latin America, where there is no
common standard {p.16}.

We also keep a close eye on Asia as there are constantly new
developments - this time our Asia Pacific Editor and
correspondents report on Japan {p.23}, Singapore and China
{(p-22). Watch this space for the PL&EB’s next Asia workshop in
London, planned for the last week in May 2015.

The EU Data Protection Authorities, who at the end of July met
with executives from Google, Yahoo and Microsoft, are concerned
about the implementation of the European Court of Justice
landmark ruling on Right to be Forgotten (RPBF). The DPAs put
25 detailed questions to the search engines and expect to issue
guidelines by the autumn. In this issue, the Hong Kong Privacy
Commissioner evaluates the global implications of the RPBF
decision {p.18}, and we report on what the Information and
Privacy Commissioner of British Columbia, Canada, influential in

Asia, has to say on accountability {p.30}.

Both the EU and the US are making attempts to narrow down the
privacy gap between the regions. The EU is willing to continue
with the Safe Harbor programme subject to revisions and
the US has promised to guargntee EU citizens the same privacy
rights as its own citizens have The DP Regulations may now

be adopted during 2015 .

The management story in this issue come from Angry Birds, which
is keen to talk to regulators to avoid any problems now and in the
future ({p.14}. Also, read on how Barcelona in Spain is
developing a ‘Smart City’ with privacy constraints in mind. In
Germany, DPAs have issued guidance on apps. While not ground-
breaking, sometimes it is useful to know that nothing unexpected

has been said (p.20).

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS

Contribute to PL&B reports

Do you have a case study or opinion you wish us to publish?
Contributions to this publication and books for review are
always welcome. If you wish to offer reports or news items,
pleas¢comtact EauraEimkomies o Tely +44 (0)20 8868 9200 or
email[laura.linkomies@privacylaws.com
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ANALYSIS

Foreigners’ privacy rights in the
US: Little more than a gesture

Recent promises have in fact little practical value as they would not create rights of access
or amendment for records in exempt systems. By Robert Gellman.

eral indicated that the Obama

Administration would seek to
amend the Privacy Act of 1974 to
extend the Act’s protections to EU citi-
zens.! Currently, the Act protects only
citizens of the United States and aliens
lawfully admitted for permanent resi-
dence. Others — call them non-US per-
sons — have no rights under the Act. At
one level, the proposal to change the
law is simple. However, in context,
there may be less to it than appears on
the surface. In order to appreciate the
stakes, one needs to know more about
the background and limitations of the
Privacy Act as well as the options for
changing the law.

In June 2014, the US Attorney Gen-

BACKGROUND

The Privacy Act of 1974 was one of the
earliest national privacy laws and the first
to implement formally Fair Information
Practices.” The Act provides trans-
parency, a right to access and amend
records; limits on collection, use and dis-
closure; and other processing restrictions.

The Act covers federal government
agencies and some government contrac-
tors. Unlike national privacy laws else-
where, the Privacy Act of 1974 does not
apply to state or local governments, pri-
vate companies, or non-profits.

The key concept in the Act is system
of records because most of the Act’s
requirements apply to systems of
records. A system of records is a group
of records from which information is
retrieved by the name of an individual
or other identifying particular. What is
interesting about this definition is that
the test is a factual one. If an agency
maintains a file of personal information
in alphabetic order but no one actually
retrieves records by the name of the
data subject, the file is not a system of
records. This approach to determining
whether privacy rules attach to personal
information is meaningless today when
computer records are retrieved with a
few keystrokes.

EXEMPTIONS

Agencies can exempt some systems of
records from some of the Act’s require-
ments. There are two categories of
exemptions, general and specific with
each category having subcategories. No
records are automatically exempt. An
agency invokes an exemption by adopt-
ing a rule using familiar rulemaking
procedures.

The Act provides two different sub-
categories of general exemption. First,
the Central Intelligence Agency may
exempt any system of records that it
maintains, regardless of the nature or
purpose of the records. Second, any
agency can exempt records if it (or a
component) performs as its principal
function any activity related to the
enforcement of criminal laws and the
records are compiled for a criminal law
enforcement purpose. Many records at
the FBI and other law enforcement
agencies qualify. A large number of fed-
eral agencies either are law enforcement
agencies or have components with
criminal law enforcement functions.
The Department of Homeland Security
exempted more than 40 systems of
records under the general law enforce-
ment exemption.4 Exempted systems
include some that affect travellers to the
US and those seeking visas.

The scope of the general exemptions
is quite broad. No agency can exempt a
system from the public notice require-
ment or from the Act’s limits on disclo-
sure, but an agency can exempt a system
from the requirement to provide access
and amendment rights. Importantly, an
agency using the general exemption can
exempt a system of records from the
civil remedies of the Act.

I want to emphasize that last point.
A generally exempt system of records
can be exempted from the provision of
the Act that allows individuals to
enforce their rights in federal court. For
many years, the government argued
that this provision prevents individuals
from suing an agency over any violation

of the few requirements that apply to
exempt systems of records. In practice,
the courts have not interpreted the pro-
vision that narrowly, and courts do
entertain some Privacy Act lawsuits
involving exempt systems of records.
An agency can also exempt a system
of records from the Privacy Act under
specific exemptions. There are seven
subcategories of specific exemptions
protecting specific interests including
national security information. The most
relevant specific exemption covers
investigative material compiled for law
enforcement purposes other than mate-
rial covered by the general law enforce-
ment exemption. Between the general
and specific exemptions, the Act allows
an agency to apply an exemption to
nearly all law enforcement records.’
The specific exemptions are not as
expansive as the general exemptions. An
agency using a specific exemption can
exempt a system of records from fewer
provisions of the Act as compared with
the general exemption. An agency can
deny an individual access and correc-
tion rights under both the general and
However, the
exemption from civil remedies is only

specific exemptions.

available for generally exempt systems

of records.

The Act’s exemptions can be con-
fusing to understand. The most impor-
tant points for present purposes are:

1 Americans who have rights under
the Privacy Act of 1974 find those
rights severely limited if a system of
records is exempt.

2 The Department of Homeland
Security’s (DHS) systems that are of
particular interest to travellers to the
US are generally exempt from many
of the Act’s requirements, including
the right to file a civil lawsuit.

3 Virtually all law enforcement
records have been exempted from
the right of access and amendment
under the Privacy Act. Most agen-
cies invoke every available exemp-
tion for every system of records.
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ANALYSIS

Effectively, there is no right of

access or amendment under the Pri-

vacy Act to most law enforcement
systems of records.

4 Agencies can deny and have denied
the right to file a law suit over Pri-
vacy Act rights for criminal law
enforcement systems of records.

I have to offer two balancing com-
ments here. First, the federal Freedom
of Information Act® (FOIA) allows any
individual to ask for his or her own
record.” Every individual has the same
right to sue to obtain access to records.
However, the FOIA only provides
access to records. It does not create a
right to ask for an amendment to a
record, nor does the FOIA impose a
requirement that records be accurate,
relevant, timely, or complete.8 The right
to amend arises only under the Privacy
Act. For access, however, the FOIA
provides some enforceable rights.9

Second, some agencies grant non-
US persons the ability to ask for access
and amendment under the Privacy Act
as a matter of policy (and not of right).
DHS is one of those agencies.'” Agen-
cies that, as a matter of discretion, pro-
vide access and amendment opportuni-
ties can even extend those opportunities
to exempt systems of records. Regard-
less, neither DHS nor the Privacy Act
gives non-US persons the right to file a
suit in federal court.

A MEANINGFUL RIGHT OR A
GESTURE?
What

amended the Privacy Act to grant non-

would change if Congress
US persons the same rights as Ameri-
cans? The answer is that non-US per-
sons would gain no rights of access or
amendment for records in exempt sys-
tems because American citizens do not
have those rights. For generally exempt
records, the Privacy Act allows agencies
to deny anyone the right to sue in
federal court.

Just about every law enforcement
system of records is exempt from access
and amendment. Every CIA system is
exempt. Every intelligence system is
exempt, if for no other reason than
because intelligence systems are classi-
fied. DHS exemptions cover many of
the systems of records that might be of
interest to those travelling to the United
States.

To be sure, some provisions in the

Privacy Act might benefit non-US per-
sons. Some non-exempt systems con-
tain information about non-US per-
sons. With an amendment, non-US
persons would acquire enforceable
access and correction rights with
respect to those records. Non-US per-
sons who travel to, go to school in, or
do business in the United States may
have Privacy Act records in govern-
ment records.

The Act also has provisions beyond
access and correction that might benefit
non-US persons in the same way that
the provisions benefit American citi-
zens. In many instances, agencies that
operate non-exempt systems already
apply the same general privacy rules to
all records in their systems of records. It
is simply too complicated for agencies
to separate out records from the same
system of records based on citizenship
and apply different policies. As
explained above, agencies sometime
respond to access and correction
requests from non-US persons as a
matter of discretion.

In the end, changing the Privacy Act
to grant non-US persons the same
rights that American citizens have
would make remarkably little differ-
ence with respect to access and amend-
ment of records. The privacy-affecting
activities of the United States that
attracted so much attention and raised
so many concerns around the world
recently create records that are almost
certainly exempt from access and cor-
rection rights and from the ability to
enforce rights in court. Other conse-
quences of a change in the Act would
likely have limited significance too.

So is the Attorney General’s offer to
seek a change in the law meaningful? At
one level, it will change little that is of
prime interest to EU citizens. However,
at another level, granting the same pri-
vacy rights to non-US persons that
American citizens have is a matter of
fairness and equality. Americans gener-
ally have rights under foreign data pro-
tection laws. It is hard to find a justifica-
tion for denying non-US persons rights
under the major privacy law applicable
to the federal government.

The EU may be willing to make
concessions in other areas if the Obama
Administration commits to seeking a
change that grants non-US persons
more rights. However, no one should

assume that the change has much actual
substance or significance to it. It is little
more than a gesture.

WAYS TO CHANGE THE ACT

How might the Attorney General’s
offer to change the Act be accom-
plished? No specific proposal is on the
table, but I see two main ways to do it.

First, the law could simply provide
that all individuals, regardless of citi-
zenship, have the same rights. That
change would be simple to draft and
simple to implement. However, the pol-
itics could be troublesome.

The issue of extending the Privacy
Act of 1974 to cover foreigners came up
quietly during my years on Capitol
Hill, when I was a staffer principally
responsible for the Act. There was no
general interest in the idea and no pres-
sure for change to the Act.

A few years ago, some Senators
showed interest in amending the Pri-
vacy Act. An informal group of privacy
advocates, agency insiders, and Senate
staff worked on amendments. The
effort eventually influenced a bill,
(S.1732) introduced in 2011, which
received no serious legislative attention.

During those informal discussions,
the idea of extending privacy rights to
non-US persons arose. Senate staffers
immediately rejected the idea. They said
that granting privacy rights to non-US
persons would be viewed as granting
rights to Osama bin Laden. They argued
that no elected representative would
vote for it. That ended the discussion.

Osama bin Laden is dead, but some-
one else could be a substitute here. Pro-
posed bills sometimes become politi-
cally sensitive and sometimes not. The
political characterization of an amend-
ment depends on a host of often
random factors. It is possible that sup-
port from the Obama Administration,
privacy advocates, and American busi-
nesses seeking compromises with EU
privacy regulators on the Safe Harbor
Framework might succeed in pushing a
proposal. On the other hand, there
seems to be significant opposition from
Republicans to almost everything that
President Obama proposes. A Privacy
Act amendment could become entan-
gled in current political hot button
immigration debates. It is hard to pre-
dict how the politics would play out in
practice.
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A RECIPROCITY APPROACH

A different approach would grant rights
to citizens of countries that grant pri-
vacy rights to American citizens. A law
that recognizes reciprocity might be
easier to pass.

If this solves the immediate political
problem, it presents others in its place.
How can we tell which countries grants
privacy rights to American citizens?
For many countries, it is a simple judg-
ment. EU countries, Canada, Australia,
New Zealand, and many others have
qualifying laws.

Yet even if it were easy to tell, we
would still need a process to decide.
Rather than have each US agency make
its own determination, we might assign
a single agency the responsibility to
make the determination. The Office of
Management and Budget would be the
obvious choice because it has general
responsibilities for providing guidance
to agencies about the Privacy Act.

We can posit that countries will fall
in one of three categories. For some
countries, it would be easy to determine
that American citizens have the same
rights as their own citizens. For other
countries, there might be no privacy
law, and in those cases, citizens of those
countries would be denied privacy
rights under the Act.

Countries in the middle are more

3 See Robert Gellman, Fair Information
Practices: A Basic History,

5 The specific law enforcement exemption
has a limit if an individual is denied a
right, benefit, or privilege. In that case,
access (but not amendment) rights are
granted except for the name of a
confidential source. 5 U.S.C. §
552a(k)(2)

6 5U.S.C.§552,
www.law cornell.edu/uscode/texti
[B/552

7 The FOIA allows any agency that is part
of the “intelligence community” to reject a
request from a foreign government entity
or a representative of a foreign
government entity. 5 U.S.C. §

troublesome. One country might have a
privacy law on the books, but there may
be no implementation of the law in fact.
Another country — if there are any that
emulate the US
approach to privacy — might have a

so-called sectoral
series of privacy laws, some granting
rights to foreigners and some not. It
might be harder to make determina-
tions in these cases. Another possibility
is that a country might grant privacy
rights to American citizens that are not
the equivalent of the rights granted
under the US law. For example, a law
might grant access rights but not cor-
rection rights. Or a law might not give
foreigners the right to sue government
agencies that withheld records.

In all cases, it might be necessary to
develop standards to determine if a
country’s law met the standard. There is
precedent here in the standard in the
EU Data Protection Directive that
allows export of personal data to a third
country that ensures an “adequate”
level or protection. Whether adequacy
would really be a proper standard is far
from certain. A privacy law is a complex
bundle of elements, and weighing them
all can be difficult.

Applying any standard presents its
own problems. Some in the US have
been unhappy about having anyone
judge the degree of privacy protection

552(a)(3)(E)

8 Seeb5U.S.C. §552a(e)(5). Note that an
agency can use the general exemptions
to exempt a system of records from
these record keeping standards

9 The exemptions under the FOIA differ
from those under the Privacy Act. Under
the FOIA, an agency can withhold any
part of any record that meets a statutory
standard for withholding. Under the
Privacy Act, an agency must first exempt
a system of records through a
rulemaking before applying an
exemption in practice. Also, some
records exempt under the Privacy Act
may be available under the FOIA, and
vice versa. Most law enforcement
records are, however, exempt under
both laws.

10 See DHS Privacy Policy Guidance
Memorandum, DHS Privacy Policy
Regarding Collection, Use, Retention,
and Dissemination of Information on
Non-US Persons (Memorandum
Number: 2007-1),
www.dhs.gov/xlibrary/assetsi

in a nation’s privacy laws. While some
in the US try to argue with a straight
face that American privacy laws meet
EU standards, the reality is that Ameri-
can privacy laws are demonstrably
weaker and less comprehensive than the
privacy laws in any EU country.
Regardless of the facts here, the contro-
versy about having a standard and the
content of that standard remains.

If the US established a general stan-
dard for judging foreign privacy laws to
grant reciprocal rights, it would under-
mine arguments against the use of stan-
dards by others who judge our privacy
regime. Could the US avoid the standard
problem by just passing a law covering
EU citizens? Sure, but that would run
the risk of alienating Canadian, Aus-
tralians, New Zealanders, and citizens of
many other non-EU countries that have
good privacy laws that protect Ameri-
cans. This particular cure might be worse
than the disease, and it might provoke
responses from non-EU countries.

I do not mean to suggest that there is
no possible solution to the Privacy Act
implementation problem outlined here.
Perhaps the all-foreigner approach
would not attract political opposition in
practice. Perhaps an adequacy standard
would work, or we could use a simpler
test for assessing privacy laws. We
might even take the official word of
another government whether the pri-
vacy law regulating government records
protected Americans.

The point is that translating into
statute the idea of granting privacy
rights to foreigners under the Privacy
Act is not simple. Once you move
beyond the press release stage, the
amendment to accomplish the objective
requires some hard choices.

It is hard to predict whether an
amendment to the Privacy Act of 1974
could actually pass. Both privacy
groups and business groups are likely to
support the proposed change, and an
amendment could become law eventu-
ally. However, no EU citizen should
expect any meaningful and enforceable
rights even if it does.

Robert Gellman is a Privacy and

Information Policy Consultant in
Washington, DC.
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