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In the past year there have been some surprising 
twists in the interpretation of HIPAA’s criminal 
penalty. This article reviews current views of the 

penalty and considers the effect on sanctions for 
healthcare workers who fail to comply with health 
privacy policies.

The Statute and the Rule: What’s the 
Difference?

Most people who talk about HIPAA are referring 
to the privacy rule promulgated by the secretary of 
the Department of Health and Human Services.1 
The HIPAA statute authorized the secretary to 
issue the HIPAA privacy rule. The distinction 
between the statute and the rule is important to 
this discussion.

The statute defines the punishment for a criminal 
violation but fails to define what specific conduct 
is wrongful. The HIPAA privacy rule contains the 
standards (e.g., access, authorization, disclosure, 
minimum necessary) that determine what is im-
proper conduct.

The criminal penalty applies to a person who 
knowingly and in violation of the HIPAA privacy 
rule obtains or discloses patient health information. 
Punishment can include a $250,000 fine and 10 years 
in prison for trafficking in information for commer-
cial advantage, personal gain, or malicious harm.2

The HIPAA privacy rule applies to covered entities, 
which include most healthcare providers, all health 
plans, and all healthcare clearinghouses. The ques-
tion then remains whether the criminal penalty ap-
plies only to covered entities or whether it can apply 
to any person who violates the statute.

A Legal Question
The Office of Legal Counsel (OLC) at the Depart-

ment of Justice often provides opinions on legal ques-
tions that affect the government. On June 1, 2005, 
OLC concluded that the HIPAA criminal penalty 
applies only to covered entities.3 

The opinion removed many healthcare workers 
from the possibility of criminal liability under HIPAA. 
A physician at a hospital is a covered entity and may 
be criminally liable for wrongful conduct. However, 
a ward clerk is not a covered entity because the clerk 
is not a healthcare provider who bills for services. 
Many employees of covered entities are not covered 
entities for the same reason. A business associate is 
not usually a covered entity either. A covered entity’s 
employees and business associates remain subject to 
HIPAA rule. Only application of the criminal penalty 
is in question. 

The OLC opinion removes the possibility of crimi-
nal liability under HIPAA from a hacker who steals 
health records from a hospital computer. If an indi-
vidual bribes a hospital orderly to provide a copy of 
a patient record, neither party could be prosecuted 
under HIPAA.

The OLC opinion is controversial for legal, policy, 
and other reasons. The line drawn by OLC is so nar-
row that inappropriate conduct would not be subject 
to the HIPAA criminal penalty. Consider the case of 
the healthcare worker who stole patient information 
for identity theft and was the first individual pros-
ecuted and convicted under HIPAA. That individual 
could not have been prosecuted under HIPAA had 
the opinion been issued earlier. Some see political 
motivations behind the opinion.4 Regardless, the 
OLC opinion is binding on federal agencies, although 
the courts could reach a different conclusion.

Other Criminal Statutes
Whatever the merits of the OLC interpretation, 

other criminal statutes may be applicable to the 
conduct not subject to the HIPAA criminal penalty. 
An article published by Peter Winn, an assistant US 
attorney active on legal healthcare issues, points the 
way to an alternative theory.5 While Winn does not 
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speak for the Justice Department on HIPAA criminal mat-
ters, his article on the subject of criminal prosecutions under 
HIPAA was reprinted in a department publication. That sug-
gests, at a minimum, that the department does not disagree 
with his conclusions.

Winn points to 18 USC § 2, which establishes a criminal pen-
alty covering any person who willfully causes an act which, if 
performed by another, would be a criminal offense. In other 
words, if a person is not capable of committing a violation under 
a criminal statute, that person can nevertheless be criminally 
liable for an act that would have been a crime if committed by 
the person’s principal. So in a HIPAA case, a hospital worker who 
is not a covered entity and who sells a patient record could be 
criminally liable under 18 USC § 2 because the sale would violate 
HIPAA if done by the covered entity that employed the worker.

The criminal sanction that the OLC opinion appeared to 
have eliminated for many employees and business associates 
of HIPAA covered entities comes back to life as a real criminal 
penalty courtesy of 18 USC § 2. To prove the point, subsequent 
to the OLC opinion, the Justice Department successfully pros-
ecuted an employee at a doctor’s office who sought to sell health 
records for personal gain.6

Despite all the legal controversies—both past and continu-
ing—we end up mostly where we began. Most conduct that any 
healthcare worker or patient would inherently recognize as pa-
tently offensive remains subject to criminal sanction. Criminal 
penalties still appear available to be imposed against covered 
entities and against employees and business associates of covered 
entities who wrongfully disclose patient information for com-
mercial advantage, personal gain, or malicious harm. 

Questions remain about the ability of the HIPAA criminal 
penalty to reach wholly independent parties (e.g., a purchaser 
of a record or a hacker), but criminal provisions unrelated to 
HIPAA may be available. Other nuances of the HIPAA criminal 
penalty and of criminal law in general remain beyond the scope 
of this general analysis. 

A Word about Sanctions
Does this legal issue affect HIPAA’s employer sanction require-

ment? The privacy rule defines a series of administrative require-
ments for covered entities. One of those requirements is for the 
maintenance and application of appropriate sanctions against 
members of the work force who fail to comply with the privacy 
policies and procedures of the covered entity or the requirements 
of the HIPAA privacy rule.7

Administrative sanctions are not premised on the availability 
of criminal penalties. A covered entity’s sanctions can be for 
violation of the entity’s privacy policies and procedures. Failing 
to comply with the requirements of the HIPAA privacy rule is 
an independent basis for imposing sanctions. 

Consider a hospital worker who makes a disclosure permitted 
under the hospital’s policy and under HIPAA. Assume that the 
worker failed to obtain supervisor approval for the disclosure as 

by Ron Peterson
Everyone has encountered situations where they are asked ques-

tions about their health history. In emergency situations, individuals 
will be asked a series of rapid-fire questions: “What medications 
are you taking? What dosages? Are you allergic to any medica-
tions? Are you being treated for any chronic conditions? Who is 
your primary care doctor? Do you have health insurance? Is there 
anyone we should contact?” For most individuals, health records 
are spread among various providers and contained in file folders 
of insurance claims and tax records not immediately available.

For this reason healthcare provider BJC HealthCare devel-
oped myHealthFolders, an electronic personal health record 
(PHR). The tool’s primary objective was to help the organiza-
tion’s 26,000 employees take responsibility for their health in-
formation and the health information of their family members. 
BJC encourages employees to know their health history and 
have it available to them in an emergency.

PHR Community Outreach
BJC HealthCare, one of the largest nonprofit healthcare or-

ganizations in the United States, delivers services to residents 
primarily in the greater St. Louis, southern Illinois, and mid-Mis-
souri regions through 13 hospitals and other health service or-
ganizations. BJC is the largest provider of charity care in the 
state of Missouri and has an extensive offering of community 
outreach programs. The organization is especially committed to 
a variety of efforts to increase health literacy, or an individual’s 
ability to understand health information and make choices to 
improve his or her health. The myHealthFolders program is a 
major part of that community outreach initiative.

In 2004 Steven Lipstein, president and CEO of BJC Health-
Care, asked the organization’s IS department to recommend an 
electronic PHR program to offer as an employee benefit. Find-
ing no existing tools that met all the criteria and features sought 
by BJC, the decision was made to build our own.

Introduced to BJC employees in the fall of 2005, myHealth-
Folders serves two primary purposes. It is both a secure and 
confidential health information repository and an emergency 
health information service. The confidential, secure, and free 
Web-based tool allows individuals to organize, store, and re-
trieve personal health information electronically for themselves 
and their family members.

Today, myHealthFolders is being offered to other regional and 
national employers as well as other healthcare service provid-
ers. BJC’s only financial goal is to recover a portion of the cost 
of the customer support center that operates 24 hours a day, 
every day, to assist individuals with general myHealthFolders 
questions and to provide emergency access to their health infor-
mation when Web access is unavailable. The only requirement 
of employers is that they offer myHealthFolders to all employees 
as a benefit at no cost to the employee. If employees leave the 
company, BJC allows them to maintain their myHealthFolders 
accounts at no charge.

In Practice
myHealthFolders 
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required by the hospital’s policy. Supervisor approval is a local 
workplace rule and not a HIPAA privacy rule requirement. The 
failure to follow the hospital’s workplace rule is not subject to 
criminal sanction under HIPAA under any theory. Nevertheless, 
the worker could be appropriately sanctioned under HIPAA 
despite the lack of availability of criminal sanctions.

In countless speeches about HIPAA, lawyers have scared 
healthcare workers and institutions about the possibility of 
going to prison for 10 years. Fears about criminal penalties have 
been vastly overblown. In the more than three years since the 
HIPAA privacy rule took effect only two criminal cases have 
been brought. 

Both cases involved overt trafficking in patient information. 
No covered entity or healthcare worker has been prosecuted 
for any other violation of HIPAA. The likelihood that a routine 
negligent or inadvertent act would lead to criminal prosecution 
appears to be extraordinarily small indeed. 

In the end, the recent flap about the HIPAA criminal penalty 
appears to be mostly a fight among lawyers. For the most part, 
some criminal penalty remains available to address conduct 
by healthcare workers that everyone would acknowledge to 
be improper. Administrative sanctions also continue to be 
available for failures to safeguard privacy or comply with the 
HIPAA rule. 

Despite all the lawyering, the obligations of healthcare 
workers to protect health information remain firmly in place. 
Failure to comply with those obligations can result in a variety 
of criminal or administrative sanctions. v
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